
Who should be interested 
in DocTag?

Everybody aiming to:

 ▪ Increase the level of data 
security.

 ▪ Enhance security standards 
for the document 
processing.

 ▪ Make employees 
responsible for the 
documents they are 
working with.

 ▪ Increase awareness of 
your employees about 
documents containing 
sensitive data.

 ▪ Be certain, that documents 
containing sensitive or 
confidential information 
will be available only to the 
authorized people.

 ▪ Enhance effectivity of DLP 
systems.

DocTag – Document classification tool 
MS Office and Windows Explorer add-in that helps to classify and secure 
the documents. Within a few steps, document is marked with irremovable 
label to distinguish between different levels of confidentiality.
For easier orientation, how to handle different types of 
documents, classification categories (classes) are defined 
according to the levels of confidentiality. Information classes 
then specify the processes of distribution, information 
shredding, means of storage and security. Exact phrases 
used to classify and label information can vary from public, 
internal, confidential, business sensitive, to any according to 
the customer needs. All levels are fully adjustable. 

Our solution maintains full control over the information 
flow, who classified the document, when it happened 
and which documents were classified. This leads to the 
bigger responsibility in handling data with higher level of 
confidentiality.

How does it actually work?
Author classifies the document with certain level, for example 
confidential. Automatically, DocTag embeds this information 
into the header (or other visible part of the document), 
extended attributes and alternate data stream, so that DLP 
systems can watch over the data accordingly. In case we 
attempt to send sensitive data through the email, DocTag 
forces you to encrypt and sign the information, otherwise the 
attempt is refused, unless the user has valid certificate.

Every time the data is classified, an event is generated, logged 
and saved onto the database server. Configuration server, as 
a part of installation package, allows us to create reports over 
the events stored in the database server. Whole solution can 
be easily integrated 
with SIEM.

DATA SECURITY



Where does the DocTag excel in?
 � Safer and monitored document classification 

inside the company.

 � Simple but effective approach in determining 
the levels of confidentiality.

 � Enhancing the awareness and responsibility of 
employees handling the documents.

 � Effective multiple classification with the use of 
Windows Explorer.

 � Optionally enforcing encryption, while sending 
confidential data via email.

 � Possible highlighting of categories inside the 
email with customizable options.

 � Email adopts the classification level according 
to the attachment.

 � Centrally managed logging, configuration and 
reporting.

 � Easy integration with SIEM solution.

 � Three operation modes available – passive, 
optional, compulsory (enforcing).

Classification modes 
There are three different operation modes available. Passive, 
classification is strictly voluntary, users can choose whether 
they want to classify document or not. Optional classification, 
whenever is user saving or printing untagged document, 
classification window emerges and user can classify or skip 
it. Compulsory – the document can not be saved or printed, 
unless it is classified. DocTag supports assigning modes 
according to the Active Directory membership.

DLP optimization
DocTag enhances effectivity and accuracy of DLP systems 
by making users to classify and tag documents and emails. 
Invisible tag is embedded into the document. This tag 
symbolizes confidentiality level of the document or email. 
With the tag inside all classified documents, DLP policy can 
be easily set to protect and monitor any data needed. DocTag 
supports most of the marked leading DLP brands (Websense, 
Symantec, McAfee, etc.).

The principle of DocTag is the 
remote installation of add–in 
for Microsoft Office. After the 
add–in is deployed, all Microsoft 
Office parts are supported. 
Word, Excel, PowerPoint, 
Outlook, Project and Visio. As 
an addition we also support 
AutoCAD dwg files and Adobe 
pdfs. 

DocTag also embeds tag into 
the alternate NTFS stream, this 
way most of the formats and 
extensions are also supported.
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