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End devices are currently facing an increased num-
ber of the attacks, and at the same time these 
attacks are much more complex than they were 
in the past. The whole situation is further com-
plicated by the fact that devices not classified as 
standard user stations also need to be considered – 
servers, Linux and macOS platforms, mobile equip-
ment and/or virtual systems in the cloud. That, too, 
is one of the reasons why having proper protection 
is becoming increasingly difficult.
In the past, all end devices were protected inside the 
company’s perimeter. But in today’s environment 
where home office and cloud services are common-
place, such an approach simply won’t work. The sig-
nificance of a network perimeter is gradually fading, 
and it needs to be replaced by proper security mea-
sures at each of the end stations.
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Building a Perimeter Around the Devices
From the viewpoint of endpoint security, one needs to ensure not only reactive protection, but also preventive one. That 
is why it is necessary to have a solution with correctly setup attack surface reduction functions, which will build a new 
perimeter around the end device. Here this especially includes an adequately configured firewall, activated URL filtering 
and anti-phishing, extraction of risk elements from downloadable documents and, last but not least, system hardening 
and patching.

Endpoint Detection & Response as a Mandatory Supplement
In spite of any security mechanisms that you might have installed on the end device, it is important to keep in mind that 
a security incident could occur. In that case, you need to quickly react and start investigating. To this end, it is necessary 
to supplement an endpoint security solution with an EDR tool – one which will ensure full visibility for the given system 
and will allow the SOC team to effectively and immediately react.

If you do not have sufficient capacity to perform incident investigation using your own resources, you can take advantage 
of Managed Detection and Response (MDR) services, or outsourced security monitoring as a service provided by local 
Security Operation Centers.
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